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Abstract — As the Internet of Things (1oT) and Artificial
Intelligence (Al) technologies continue to advance, they
are becoming increasingly integrated into our homes,
enabling a new level of convenience and automation. In
this paper, we explore the evolution of smart homes to
intelligent homes and the role of loT and Al in this
transformation. Smart homes were initially designed to
provide homeowners with greater control over various
home systems such as lighting, heating and cooling,
security, and entertainment. With the rise of 10T, smart
homes are now capable of collecting and analyzing large
amounts of data to optimize energy efficiency, improve
security, and enhance user comfort. Al algorithms are the
key to unlocking the full potential of this data, enabling
intelligent decision-making that adapts to individual
preferences and needs. The benefits of this integration
include reduced energy costs, improved comfort, and
greater security, among others. However, challenges such
as privacy, security, and interoperability must be
addressed to fully realize the potential of intelligent
homes. This paper provides insights into the ways in
which 10T and Al are enhancing modern homes and
highlights the need for continued research to address the
challenges and wunlock the full potential of this
technology.)
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. INTRODUCTION

Smart homes are revolutionizing the way we live by
making our homes more intelligent and responsive to
our needs. A smart home is a house that is equipped
with internet-connected devices that allow homeowners
to control and automate various systems in their home,
such as lighting, heating and cooling, security, and
entertainment [1]. With the rise of the Internet of Things
(loT) and Artificial Intelligence (Al), smart homes are
becoming more sophisticated and advanced.

The 10T refers to the network of physical devices,
vehicles, and other objects that are embedded with
electronics, software, sensors, and connectivity, which
enables them to connect and exchange data. 0T devices
can range from simple sensors to complex systems that
control entire home environments. In a smart home, 10T
devices are used to collect data about the home
environment, such as temperature, humidity, and
occupancy, and transmit this information to a central
hub or cloud platform [2]. These devices can also be

controlled remotely through a smartphone app or a
virtual assistant, such as Amazon Alexa or Google
Assistant. Examples of 10T devices used in smart
homes include smart thermostats, smart lighting
systems, smart locks, and security cameras [3].

Al refers to the ability of computer systems to
perform tasks that would typically require human
intelligence, such as recognizing speech or images,
natural language processing, decision-making, and
problem-solving [4]. Al systems can learn from data
and adapt to new situations, making them increasingly
useful in various applications. Al is categorized into
different types based on their ability to perform specific
tasks, such as rule-based systems, decision trees, neural
networks, deep learning, and machine learning [5].
While 10T provides the hardware and connectivity that
enables devices to communicate and exchange data, Al
provides the intelligence and decision-making
capabilities that enable devices to learn from data and
make predictions and recommendations [6].

One of the main benefits of Al and IoT in smart
homes is increased efficiency and convenience. For
example, 10T devices such as smart thermostats can
learn a homeowner's habits and adjust the temperature
automatically, resulting in energy savings and
improved comfort [7]. Similarly, smart lighting systems
can adjust brightness and color based on the time of
day, resulting in a more comfortable living
environment. Al algorithms can also be used to control
home security systems, such as cameras and smart
locks, to detect and prevent break-ins. For example, an
Al-powered thermostat can use data from temperature
sensors and weather forecasts to optimize heating and
cooling settings [8], while an Al-powered security
system can use image and audio data from cameras and
microphones to detect and respond to potential security
threats. Al can further be used to personalize the user
experience in smart homes [9], for example by using
data on the wuser's preferences and habits to
automatically adjust lighting and other settings. At the
same time, Al can also help address some of the
challenges associated with 10T in smart homes [10],
such as the risk of data privacy breaches and the
complexity of integrating multiple devices and
platforms. By using machine learning and other Al
techniques to analyze and secure data, it is possible to
ensure that smart home systems are both efficient and
secure. Overall, the interrelationship between IoT and
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Al in smart homes is essential for the development of
more sophisticated, intelligent, and user-friendly
systems. As the technology continues to evolve, we can
expect to see even more advanced and integrated smart
home systems that are better able to meet the needs and
preferences of individual users.

The aim of this paper is to explore the interplay
between 10T and Al in modern homes, highlighting the
potential benefits and challenges of this integration. We
will examine the evolution of smart homes to intelligent
homes and the various ways in which loT and Al are
being used to enhance energy efficiency, improve
security, and provide greater convenience and comfort
to homeowners. Additionally, we will discuss some of
the challenges that must be overcome, including issues
related to privacy, security, and interoperability. By
shedding light on the current state of loT and Al in
modern homes, this paper seeks to provide a better
understanding of the potential and limitations of this
exciting technology.

Il. LITERATURE REVIEW

The integration of Internet of Things (loT) and
Artificial Intelligence (Al) in smart homes has become
increasingly popular in recent years, due to widespread
use of digital technologies. Various alternative terms
have been used interchangeably with smart homes.
These include home automation, connected homes,
intelligent homes, domotics, digital homes, smart living
and so on. According to the existing literature, the
integration and adoption of smart home technologies
have seen a substantial surge over the past ten years,
encompassing a wide range of industries such as
healthcare, energy  management, and home
environment. Smart homes have been able to expand
into various aspects due to the availability of integration
systems and the decreasing cost of smart devices [11].
For example, in [12], the author proposed that the
integration of smart technologies, 10T, and Al does
have a significant impact on supporting the elderly. The
study also demonstrates that by utilizing the vast
amount of data generated by IoT devices and the
powerful processing capabilities of Al, smart home
technology can adapt to the needs of the elderly and
improve their quality of life. This has the potential to
reduce the burden on the healthcare system by delaying
institutional care and enabling seniors to live
independently for longer. Furthermore, incorporating
loT and Al into smart homes can enhance energy
management, security, and home automation, providing
a comprehensive solution for people of all ages.

It is interesting to note that many researchers
worked on solutions involving 10T and Al for smart
homes for the elderly. The authors of [13] presented a
platform that aimed to support elderly home-based care
by combining healthcare services with 10T technology.
This integration allows for the provision of
comprehensive care services to support the aging in
place concept in a rapidly aging society. By leveraging
the benefits of 10T technology, the platform can provide
various services, such as telemedicine, remote
monitoring, and emergency response, to support the
needs of the elderly in their homes. On the other hand,
a framework was proposed that caters for biophilic

experiences to older adults through smart home services
to look after their overall health and well-being [14].
The framework aims to enhance the living environment
by incorporating natural elements and technologies that
mimic natural environments, promoting relaxation, and
reducing stress. This framework encourages sustainable
living among older adults, supporting their ability to
age in place while maintaining a high quality of life.

In the field of energy, the researchers of [15]
highlighted the potential of smart home technology
services, in reducing household energy consumption.
They proposed an Al-based smart home scenario that
integrates variable electricity tariffs, smart meters, and
domestic appliances into a smart home system to
enhance household energy efficiency and reduce
consumption. Other authors further validated this
proposition and found that smart home energy
management technology can generate significant
benefits in multiple domains such as resources,
economics, social welfare, and the environment [16]-
[18]. In addition to energy management, works
performed in [19] and [20] focused on smart home
security monitoring and threat detection technology.
These works identified the need to ensure the safety of
properties and occupants by developing robust security
measures that leverage smart home technologies.

Although smart homes are generally perceived to be
costly, some researchers argue that smart homes
provide various financial benefits that are closely linked
to environmental sustainability and improved health.
Despite the fact that smart homes are often associated
with long-term environmental benefits, such as reduced
energy consumption and lower carbon emissions, the
immediate financial benefits are a reduction in
electricity  expenses through efficient energy
consumption management. There are two primary ways
in which smart homes can achieve these financial
benefits. First, the use of smart electric appliances and
smart meters allows homeowners to monitor their
energy use regularly, resulting in higher awareness of
their consumption habits. This awareness empowers
homeowners to identify and reduce energy waste and
optimize energy consumption, leading to significant
cost savings on electricity bills [21]-[23]. Furthermore,
the integration of smart home systems with Al can
provide additional financial benefits by automating and
optimizing home energy use.

I11. 10T AND Al APPLICATIONS IN SMART
HOMES

The combination of Internet of Things (loT) and
Artificial Intelligence (Al) technologies has led to many
exciting applications in the field of smart homes. The
sections below briefly highlight the major applications.

A. Home automation

Home automation refers to the use of technology to
automate tasks and control systems within a home,
making it more efficient, convenient, and comfortable
for the occupants [24]. With the advent of Al and 10T,
home automation has become a key application of these
technologies in smart homes. One of the main benefits
of home automation is the ability to control various
devices and systems in the home using voice
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commands, smartphone apps or pre-set schedules. Al
algorithms can learn a homeowner's habits and
preferences, such as their preferred temperature,
lighting, and music, and automatically adjust these
settings to improve comfort and convenience. In
addition to adjusting settings based on a homeowner's
habits, Al can also be used to control various systems
in the home based on external factors. For example, an
Al algorithm can adjust lighting and temperature based
on the time of day, weather conditions, or the
homeowner's location.

SMART fue
HOUSE Ferc

Figure 1. 10T embedded in objects/appliances in the Smart
Home

Figure 1 shows that almost all objects and home
appliances can be made to communicate with a central
server, depicted as a smart phone. The data typically
provides the status of the object/appliance. The latter
can also be switched ON or OFF through a smart phone
or computer. Further the data can be processed by Al
algorithms for various home automation systems. For
example, it can be used to control home appliances,
such as the refrigerator or oven, to optimize energy
usage and reduce waste [25]. Some common examples
of home automation systems in smart homes include:

1) Smart lighting systems: These systems can
adjust brightness and color based on the time of day,
resulting in a more comfortable living environment.
Some systems can also be controlled through voice
commands or smartphone apps.

2)  Smart thermostats: These devices can learn a
homeowner's habits and adjust the temperature
automatically, resulting in energy savings and
improved comfort. Some smart thermostats can also be
controlled remotely through a smartphone app.

3)  Smart security systems: These systems can be
set up to automatically lock doors, turn on lights, and
sound alarms when unusual activity is detected. Some
systems can also be controlled remotely through a
smartphone app.

4)  Smart entertainment systems: These systems
can be integrated with various devices, such as
televisions, speakers, and streaming services, to provide
a seamless and personalized entertainment experience.
Some systems can also be controlled through voice
commands or smartphone apps.

Overall, home automation is a key feature of smart
homes that offers convenience, energy efficiency, and
improved quality of life for homeowners. As Al and loT
technology continues to evolve, we can expect to see

even more sophisticated applications in this area,
further improving the efficiency and convenience of
smart homes.

B. Energy management

Energy management is another key application of
Al and 10T in smart homes, as it offers the potential to
reduce energy consumption, save money on utility bills,
and minimize the environmental impact of home energy
use.

One of the primary ways that Al and IoT can help
manage energy usage in smart homes is by monitoring
and controlling heating, ventilation, and air
conditioning (HVAC) systems [26]. Al algorithms can
learn a homeowner's daily routine and adjust the HVAC
system to maintain comfortable temperatures while
reducing energy consumption. For example, the smart
home system can detect when a homeowner is away
from home and adjust the temperature to save energy,
and then automatically adjust it back to the preferred
temperature when the homeowner returns. Another way
that Al and IoT can help manage energy usage in smart
homes is by monitoring and controlling lighting
systems. In addition to HVAC and lighting systems, Al
and 10T can also be used to manage energy usage in
other areas of the home, such as kitchen appliances and
home entertainment systems. For example, smart home
systems can detect when an appliance is not in use and
automatically turn it off to save energy [27]. Smart
home systems can also be used to monitor and manage
energy usage from renewable sources, such as solar
panels, to further reduce the environmental impact of
home energy use.

C. Home security

Home security is an important concern for
homeowners, and Al and loT can play a key role in
enhancing the security of smart homes. Smart home
security systems can include a range of devices, such as
cameras, motion sensors, and smart locks, that are
connected to a central hub and can be controlled
through a smartphone app or voice commands. One of
the primary benefits of Al and 10T in home security is
the ability to monitor and analyze data from 10T devices
in real-time. Al algorithms can detect unusual activity,
such as a door being opened at an unusual time, and
automatically alert the homeowner or trigger an alarm.
Some smart home security systems can also analyze
video footage from security cameras and use facial
recognition technology to identify people who enter the
home [28]. Another benefit of Al and IoT in home
security is the ability to remotely control and monitor
the security system through a smartphone app.
Homeowners can receive real-time notifications about
any security breaches and control the system from
anywhere, giving them greater peace of mind and
control over their home security. Some smart home
security systems can also be integrated with other smart
home devices, such as smart lighting and smart locks,
to create a more comprehensive security system.
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D. Health and wellness

‘Health and wellness’ is an emerging application of
Al and 10T in smart homes [29]. With the increasing
popularity of smart home devices, such as smart scales
and fitness trackers, homeowners can now monitor their
health and wellness in real-time from the comfort of
their own homes. Smart home health devices can track
a wide range of metrics, such as heart rate, blood
pressure, and body weight, and automatically upload
this data to the cloud for analysis [30]. Al algorithms
can then analyze this data and provide personalized
health recommendations, such as exercise routines and
diet plans, based on the homeowner's individual health
profile. In addition to health monitoring, Al and IoT can
also be used to improve the living environment of a
smart home to promote wellness. For example, smart
lighting systems can be programmed to mimic natural
daylight patterns, which has been shown to improve
mood and overall health. Smart home air purifiers can
monitor indoor air quality and automatically adjust the
filtration level to remove pollutants and allergens from
the air [31]. Yet, another area where Al and IoT can
improve health and wellness in smart homes is in
assisted living for elderly or disabled individuals. Smart
home systems can be programmed to detect falls,
monitor medication schedules, and provide reminders
for appointments or tasks. This can help improve the
quality of life for elderly or disabled individuals and
provide peace of mind for their caretakers [32].

E. Personalization

Personalization is an important aspect of smart homes
that allows homeowners to customize their living
environment to their preferences and needs. Al and loT
technology can be used to create a personalized living
environment by learning the homeowner's habits and
preferences, and automatically adjusting various
aspects of the home to meet their needs [33]. One of the
primary ways that Al and loT can personalize the smart
home environment is through voice assistants, such as
Amazon Alexa and Google Assistant. Voice assistants
can learn a homeowner's voice and speech patterns and
use this information to personalize the responses to their
queries. For example, a homeowner can ask the voice
assistant to turn on the lights, and the system will
automatically adjust the lighting based on their
preferences. In addition to adjusting the home
environment to the homeowner's preferences, Al and
10T can also be used to personalize various services and
experiences within the home. For example, a smart
entertainment system can use Al algorithms to
recommend movies and music based on the
homeowner's preferences, and a smart kitchen system
can suggest recipes based on their dietary restrictions.
Essentially, personalization is a key aspect of smart
homes that offers homeowners a customized living
environment that meets their unique needs and
preferences. As Al and loT technology continues to
advance, we can expect to see even more sophisticated

applications in this area, such as predictive algorithms
that can anticipate the homeowner's needs and
preferences.

IV. CHALLENGES AND RISKS OF Al AND
10T IN SMART HOMES

The integration of Internet of Things (loT) and
Artificial Intelligence (Al) in smart homes has
revolutionized the way we live our lives, providing us
with unprecedented levels of convenience and
automation. However, this technological advancement
is not without its challenges and risks. The following
section highlights the major hurdles and vulnerabilities
of 10T and Al for smart homes.

A. Security risks

As with any internet-connected device, there are
security risks associated with the use of Al and IoT in
smart homes. Hackers may be able to gain access to the
smart home network and control various devices, such
as cameras and door locks, potentially putting the
homeowner's safety and privacy at risk [34]. A number
of security breaches were reported in the recent past.
For instance, in 2019, security researchers discovered
that Amazon Ring doorbells had a vulnerability that
allowed hackers to access a user's home Wi-Fi network
and potentially control other smart home devices
connected to the network [35]. Added to this, in 2016,
a botnet called Mirai infected hundreds of thousands of
10T devices, including smart home devices, and used
them to launch a massive, distributed denial-of-service
(DDoS) attack that disrupted internet service for
millions of people [36]. These incidents highlight the
importance of ensuring the security of smart home
devices and networks. As the use of Al and loT
technology in smart homes continues to grow, it is
essential that homeowners take steps to secure their
devices and networks, such as using strong passwords,
keeping software up-to-date, and being cautious about
connecting untrusted devices to their network.

B. Data privacy

The use of Al and 10T in smart homes generates a
large amount of data about the homeowner's behavior
and preferences. This data may be vulnerable to
breaches or misuse, and homeowners may be
concerned about how their personal information is
being collected and used. For example, in 2019, it was
discovered that Amazon's Alexa voice assistant was
keeping transcripts of users' voice interactions, even
when they did not intend for the device to record them.
These recordings could potentially be accessed by
unauthorized third parties [37]. Another well-known
data privacy breach was reported in 2017, whereby, it
was revealed that a smart sex toy manufacturer had
been collecting intimate data about users, including
details about their sexual preferences and habits,
without their knowledge or consent [38]. These
incidents highlight the importance of protecting the
privacy of smart home users. It is essential that device
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manufacturers and service providers take steps to
protect users' personal data and provide transparent and
clear policies about the collection, storage, and use of
user data.

C. Integration challenges

With the wide range of smart home devices and
platforms available, integrating different systems and
devices can be a challenge. Different devices may use
different protocols or standards, making it difficult to
create a seamless and integrated smart home system
[39]. As such, when Google announced that it was
discontinuing its "Works with Nest" program, in 2019,
third-party devices were allowed to integrate with its
Nest smart home products. This decision created
headaches for users who had invested in smart home
devices that were designed to work with Nest. Other
integration issues were also reported with the Amazon
Echo speaker in 2018. These incidents highlight the
challenges of integrating different smart home devices
and platforms.

D. Technical expertise

The setup and maintenance of a smart home system
can require technical expertise that may be beyond the
capabilities of some homeowners. This can lead to
frustration and may limit the adoption of smart home
technology among the general population. A couple of
incidents were reported. For instance, in 2019 a
homeowner in the US reported that his Nest thermostat
had stopped working after a power outage. Despite
following the troubleshooting instructions provided by
the manufacturer, he was unable to get the device to
work again. Also, in 2018, a smart home enthusiast in
the UK reported that his smart home system had
become unresponsive after a software update, and that
he was unable to restore it to its previous state. These
incidents highlight the challenges that some
homeowners may face when setting up and
maintaining a smart home system, particularly if they
do not have a technical background.

V. FUTURE OF Al AND IOT IN SMART
HOMES

The future of Al and 10T in smart homes looks
promising, with many potential new applications and
innovations on the horizon. The following section
highlights some of the key areas where it is expected
to see growth and development in the coming years:

1) Voice assistants: Voice assistants, such as
Amazon's Alexa and Google Assistant, have become
increasingly popular in smart homes, allowing users to
control their devices and appliances using natural
language commands. In the future, we can expect to
see even more advanced voice assistants that can better
understand context and provide more personalized
responses to users.

2) Automated routines: As smart home devices
become more integrated and intelligent, we can expect
to see the development of automated routines that can
simplify and streamline daily tasks. For example, a
user might set up an automated routine that turns on the
lights and coffee maker every morning, or adjusts the
thermostat based on the user's schedule.

3) Health and wellness: The use of Al and loT
technology in smart homes can also have significant
benefits for health and wellness. In the future, we can
expect to see the development of smart home devices
and systems that can monitor the health and well-being
of occupants, provide personalized health
recommendations, and even alert medical
professionals in the event of an emergency.

4) Energy management: As concerns about
energy efficiency and sustainability continue to grow,
we can expect to see more advanced smart home
systems that can optimize energy use based on
occupancy, weather conditions, and other factors. This
could include the development of more advanced
energy storage systems, as well as the integration of
renewable energy sources such as solar and wind
power.

5) Security: As the use of smart home
technology becomes more widespread, the security
risks associated with these devices will continue to be
a concern. In the future, we can expect to see the
development of more advanced security systems that
use Al and 10T technology to better detect and prevent
threats, such as intruders or cybersecurity attacks.
Overall, the future of Al and 10T in smart homes looks
bright, with many exciting new applications and
innovations on the horizon. As the technology
continues to evolve, it will be essential to ensure that it
is used in a way that prioritizes user privacy, security,
and accessibility.

VI. CONCLUSION

The impact of Al and IoT on smart homes is
significant and will continue to grow in the coming
years. The integration of these technologies can
provide many benefits, such as improved energy
efficiency, enhanced security, and greater convenience
and comfort for users. However, there are also
challenges and risks that need to be addressed,
including concerns around data privacy, security, and
the cost and complexity of implementing smart home
systems. As smart home technology continues to
evolve, it will be essential to ensure that it is used in a
way that prioritizes user needs and concerns, while also
driving innovation and progress in the field. This will
require collaboration and partnership between device
manufacturers, service providers, policymakers, and
other stakeholders, as well as ongoing research and
development to address the challenges and
opportunities associated with Al and loT in smart
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homes. Overall, the potential benefits of Al and loT in
smart homes are significant, and the technology has the
potential to transform the way we live, work, and
interact with our surroundings. With continued
investment, innovation, and collaboration, the future of
smart homes looks bright, and we can expect to see
many exciting new developments in this field in the
years to come.

The development of smart homes has come a long way
in recent years, with many new technologies and
innovations transforming the way we interact with our
homes. However, there are still many exciting
developments on the horizon that have the potential to
take smart homes to the next level. For example, many
researchers are proposing frameworks and reference
architectures for energy monitoring in smart homes.

In addition to this, one of the next big strides that we
can expect to see in the coming years is the inclusion
of the blockchain technology in smart homes.
Blockchain technology has the potential to make smart
homes even smarter and more secure. Blockchain is a
decentralized and distributed ledger technology that
can create transparent and secure systems for
managing data and transactions [40]. In the context of
smart homes, blockchain can be used to create a more
secure and decentralized platform for managing data
and devices. One potential application of blockchain in
smart homes is in the area of energy management. The
integration of blockchain technology can create a
decentralized energy trading platform, enabling
homeowners to buy and sell energy more efficiently,
without intermediaries like utilities. Blockchain can
also create more secure and efficient payment systems
for energy usage, which can help reduce costs and
improve overall energy efficiency. Another potential
application of blockchain in smart homes is in the area
of data privacy and security. Blockchain can be used to
create a secure and decentralized platform for
managing data, which can improve the security of
personal information generated by smart home
devices. This is particularly important given the
increasing amount of personal data that is being
generated by smart home devices. Moreover,
blockchain can create more secure and efficient
systems for managing smart home devices. By using
blockchain to create a decentralized platform for
managing device identity and access control,
homeowners can be more confident that their devices
are secure and protected from unauthorized access.
Overall, the next big strides for smart homes will likely
involve the continued development and integration of
Al and IoT technologies, as well as a focus on
improving energy efficiency, security, interoperability,
with the blockchain technology.

REFERENCES

[1] B. K. Sovacool and D. D. Furszyfer Del Rio, “Smart home
technologies in Europe: A critical review of concepts, benefits,
risks and policies,” Renewable and Sustainable Energy
Reviews, wvol. 120, p. 109663, Mar. 2020, doi:
10.1016/J.RSER.2019.109663.

[2] A. Natarajan, V. Krishnasamy, and M. Singh, “Occupancy
detection and localization strategies for demand modulated

(3]

(4]

[5]

(6]

(71

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

appliance control in Internet of Things enabled home energy
management system,” Renewable and Sustainable Energy
Reviews, wvol. 167, p. 112731, Oct. 2022, doi:
10.1016/J.RSER.2022.112731.

B. Hammi, S. Zeadally, R. Khatoun, and J. Nebhen, “Survey
on smart homes: Vulnerabilities, risks, and countermeasures,”
Comput Secur, vol. 117, p. 102677, Jun. 2022, doi:
10.1016/J.COSE.2022.102677.

M. S. Alkatheiri, “Artificial intelligence assisted improved
human-computer interactions for computer systems,”
Computers and Electrical Engineering, vol. 101, p. 107950,
Jul. 2022, doi: 10.1016/J.COMPELECENG.2022.107950.

O. Hall, M. Ohlsson, and T. Rognvaldsson, “A review of
explainable Al in the satellite data, deep machine learning, and
human poverty domain,” Patterns, vol. 3, no. 10, p. 100600,
Oct. 2022, doi: 10.1016/J.PATTER.2022.100600.

A. P. Singh and P. Tomar, “Al and IoT Capabilities: Standards,
Procedures, Applications, and Protocols,” Artificial
Intelligence to Solve Pervasive Internet of Things Issues, pp.
67-83, Jan. 2021, doi: 10.1016/B978-0-12-818576-6.00004-6.

S. Sharda, M. Singh, and K. Sharma, “Demand side
management through load shifting in loT based HEMS:
Overview, challenges and opportunities,” Sustain Cities Soc,
vol. 65, p. 102517, Feb. 2021, doi:
10.1016/J.SCS.2020.102517.

A. G. Olabi et al., “Application of artificial intelligence for
prediction, optimization, and control of thermal energy storage
systems,” Thermal Science and Engineering Progress, p.
101730, Feb. 2023, doi: 10.1016/J.TSEP.2023.101730.

F.Zhang, Z. Pan, and Y. Lu, “AloT-enabled smart surveillance
for personal data digitalization: Contextual personalization-
privacy paradox in smart home,” Information & Management,
vol. 60, no. 2, p. 103736, Mar. 2023, doi:
10.1016/J.1IM.2022.103736.

1. Keshta, “Al-driven loT for smart health care: Security and
privacy issues,” Inform Med Unlocked, vol. 30, p. 100903, Jan.
2022, doi: 10.1016/J.IMU.2022.100903.

E. Seo, S. Bae, H. Choi, and D. Choi, “Preference and usability
of Smart-Home services and items - A Focus on the Smart-
Home living-lab —” Journal of Asian Architecture and
Building Engineering, vol. 20, no. 6, pp. 650-662, Nov. 2021,
doi: 10.1080/13467581.2020.1812397.

P. Carnemolla, “Ageing in place and the internet of things —
how smart home technologies, the built environment and
caregiving intersect,” Visualization in Engineering, vol. 6, no.
1, p. 7, 2018, doi: 10.1186/540327-018-0066-5.

D. Choi, H. Choi, and D. Shon, “Future changes to smart home
based on AAL healthcare service,” Journal of Asian
Architecture and Building Engineering, vol. 18, no. 3, pp. 190—
199, May 2019, doi: 10.1080/13467581.2019.1617718.

E.J.LeeandS. J. Park, “A Framework of Smart-Home Service
for Elderly’s Biophilic Experience,” Sustainability, vol. 12, no.
20. 2020. doi: 10.3390/5u12208572.

A.-G. Paetz, E. Diitschke, and W. Fichtner, “Smart Homes as
a Means to Sustainable Energy Consumption: A Study of
Consumer Perceptions,” J Consum Policy (Dordr), vol. 35, no.
1, pp. 23-41, 2012, doi: 10.1007/s10603-011-9177-2.

M. Ringel, R. Laidi, and D. Djenouri, “Multiple Benefits
through Smart Home Energy Management Solutions—A
Simulation-Based Case Study of a Single-Family-House in
Algeria and Germany,” Energies, vol. 12, no. 8. 2019. doi:
10.3390/en12081537.

S. S. Hosseini, K. Agbossou, S. Kelouwani, and A. Cardenas,
“Non-intrusive load monitoring through home energy
management systems: A comprehensive review,” Renewable
and Sustainable Energy Reviews, vol. 79, pp. 1266-1274, Nov.
2017, doi: 10.1016/J.RSER.2017.05.096.

S. Chen et al., “Butler, Not Servant: A Human-Centric Smart
Home Energy Management System,” IEEE Communications
Magazine, vol. 55, no. 2, pp. 27-33, 2017, doi:
10.1109/MCOM.2017.1600699CM.

S. Pandya et al., “Smart Home Anti-Theft System: A Novel
Approach for Near Real-Time Monitoring and Smart Home

Security for Wellness Protocol,” Applied System Innovation,
vol. 1, no. 4. 2018. doi: 10.3390/asi1040042.



From Smart to Intelligent: How Internet of Things and Artificial Intelligence are Enhancing the Modern Home 7

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

J. Dahmen, B. L. Thomas, D. J. Cook, and X. Wang, “Activity
Learning as a Foundation for Security Monitoring in Smart
Homes,” Sensors, vol. 17, mno. 4. 2017. doi:
10.3390/s17040737.

T. Hargreaves, M. Nye, and J. Burgess, “Keeping energy
visible? Exploring how householders interact with feedback
from smart energy monitors in the longer term,” Energy Policy,
vol. 52, pp. 126-134, Jan. 2013, doi:
10.1016/J.ENPOL.2012.03.027.

S. J. Darby and E. McKenna, “Social implications of
residential demand response in cool temperate climates,”
Energy Policy, vol. 49, pp. 759-769, Oct. 2012, doi:
10.1016/J.ENPOL.2012.07.026.

N. Balta-Ozkan, R. Davidson, M. Bicket, and L. Whitmarsh,
“Social barriers to the adoption of smart homes,” Energy
Policy, wvol. 63, pp. 363-374, Dec. 2013, doi:
10.1016/J.ENPOL.2013.08.043.

B. K. Sovacool and D. D. Furszyfer Del Rio, “Smart home
technologies in Europe: A critical review of concepts, benefits,
risks and policies,” Renewable and Sustainable Energy
Reviews, vol. 120, p. 109663, Mar. 2020, doi:
10.1016/J.RSER.2019.109663.

S. Sen, D. Yadeo, P. Kumar, and M. Kumar, “Machine learning
and predictive control-based energy management system for
smart buildings,” Artificial Intelligence and Machine Learning
in Smart City Planning, pp. 199-220, Jan. 2023, doi:
10.1016/B978-0-323-99503-0.00015-6.

Y. Xiang, Y. Chen, J. Xu, and Z. Chen, “Research on
sustainability evaluation of green building engineering based
on artificial intelligence and energy consumption,” Energy
Reports, vol. 8, pp. 11378-11391, Nov. 2022, doi:
10.1016/J.EGYR.2022.08.266.

K. N. Qureshi, A. Alhudhaif, A. Hussain, S. Igbal, and G. Jeon,
“Trust aware energy management system for smart homes
appliances,” Computers & Electrical Engineering, vol. 97, p.
107641, Jan. 2022, doi:
10.1016/J.COMPELECENG.2021.107641.

A. E. Omolara et al., “The internet of things security: A survey
encompassing unexplored areas and new insights,” Comput
Secur, vol. 112, p. 102494, Jan. 2022, doi:
10.1016/J.COSE.2021.102494.

I. Keshta, “Al-driven loT for smart health care: Security and
privacy issues,” Inform Med Unlocked, vol. 30, p. 100903, Jan.
2022, doi: 10.1016/J.IMU.2022.100903.

J. L. Shah, H. F. Bhat, and A. I. Khan, “Integration of Cloud
and loT for smart e-healthcare,” Healthcare Paradigms in the
Internet of Things Ecosystem, pp. 101-136, Jan. 2021, doi:
10.1016/B978-0-12-819664-9.00006-5.

Y. An, Z. Niu, and C. Chen, “Smart control of window and air
cleaner for mitigating indoor PM2.5 with reduced energy
consumption based on deep reinforcement learning,” Build

Environ, wvol. 224, p. 109583, Oct. 2022, doi:
10.1016/J.BUILDENV.2022.109583.
K. Ganapathy, “Geriatric Smart home technology

implementation—are we really there?,” Smart Home
Technologies and Services for Geriatric Rehabilitation, pp. 1
24, Jan. 2022, doi: 10.1016/B978-0-323-85173-2.00004-7.

F. Zhang, Z. Pan, and Y. Lu, “AloT-enabled smart surveillance
for personal data digitalization: Contextual personalization-
privacy paradox in smart home,” Information & Management,
vol. 60, no. 2, p. 103736, Mar. 2023, doi:
10.1016/J.1M.2022.103736.

B. Hammi, S. Zeadally, R. Khatoun, and J. Nebhen, “Survey
on smart homes: Vulnerabilities, risks, and countermeasures,”
Comput Secur, vol. 117, p. 102677, Jun. 2022, doi:
10.1016/J.COSE.2022.102677.

Bitdefender, “Ring Video Doorbell Pro Under the Scope,”
2019.
https://www.bitdefender.com/files/News/CaseStudies/study/2
94/Bitdefender-WhitePaper-RDoor-CREA3949-en-EN-
GenericUse.pdf (accessed Feb. 25, 2023).

The Guardian, “DDoS attack that disrupted internet was largest
of its kind in history, experts say,” 2016.
https://www.theguardian.com/technology/2016/oct/26/ddos-
attack-dyn-mirai-botnet (accessed Feb. 25, 2023).

371

[38]

[39]

[40]

CNET, “Amazon Alexa transcripts live on, even after you
delete voice records,” 2019.
https://www.cnet.com/home/smart-home/amazon-alexa-
transcripts-live-on-even-after-you-delete-voice-records/
(accessed Feb. 25, 2023).

The Telegraph, “‘Smart-vibrator’ firm tracked users’ sexual
activity without their knowledge,” 2017.
https://www.telegraph.co.uk/technology/2017/03/14/smart-
vibrator-firm-tracked-users-sexual-activity-without-
knowledge/ (accessed Feb. 25, 2023).

M. K. Hasan, A. A. Habib, Z. Shukur, F. Ibrahim, S. Islam, and
M. A. Razzaque, “Review on cyber-physical and cyber-
security system in smart grid: Standards, protocols, constraints,
and recommendations,” Journal of Network and Computer
Applications, vol. 209, p. 103540, Jan. 2023, doi:
10.1016/J.JNCA.2022.103540.

P. Drakatos, E. Koutrouli, and A. Tsalgatidou, “Adrestus:
Secure, scalable blockchain technology in a decentralized
ledger via zones,” Blockchain: Research and Applications, vol.
3, no. 4, p. 100093, Dec. 2022, doi:
10.1016/J.BCRA.2022.100093.



Anshu Murdan




